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APPLICATION TO THE DESIGNATED OFFICES 

/ D/^T Diilo Al 1 tr\ f i ret cantonno\ 

(rVrf i nuie <#•/ . i ye), Tirsi seniencc/ 


To: 

SATOH, Takahisa 

SOHSHIN INTERNATIONAL PATENT OFFICE 

4F, Miyaki Bldg. 

Ajy Yanaaibashi 2-chome 

Ta ito-ku, Tokyo 1 1 1 -0052 

JAPON /^L^ ^\ 


Date of mailing (day/month/year) 

09 August 2001 (09.08.01) 


Applicant's or agenfs file reference 
00/81 19-SNY 


IMPORTANT NOTICE 


International application No. 
PCT/JP01/00772 


International filing date (day/month/year) 
02 February 2001 (02.02.01) 


Priority date (day/month/year) 

02 February 2000 (02.02.00) 


Applicant 

SONY CORPORATION et al 



1. Notice is hereby given that the International Bureau has communicated, as provided in Article 20, the international application 
to the following designated Offices on the date indicated above as the date of mailing of this Notice: 

US 



In accordance with Rule 47.1(c), third sentence, those Offices will accept the present Notice as conclusive evidence that 
the communication of the international application has duly taken place on the date of mailing indicated above and no copy 
of the international application is required to be furnished by the applicant to the designated Office(s). 

2. The following designated Offices have waived the requirement for such a communication at this time: 
CN,EP 



The communication will be made to those Offices only upon their request. Furthermore, those Offices do not require the 
applicant to furnish a copy of the international application (Rule 49.1 (a-bis)). 

3. Enclosed with this Notice is a copy of the international application as published by the International Bureau on 
09 August 2001 (09.08.01) under No. WO 01/57750 

REMINDER REGARDING CHAPTER II (Article 31 (2) (a) and Rule 54.2) 

If the applicant wishes to postpone entry into the national phase until 30 months (or later in some Offices) from the priority 
date, a demand for international preliminary examination must be filed with the competent International Preliminary 
Examining Authority before the expiration of 19 months from the priority date. 

It is the applicant's sole responsibility to monitor the 1 9-month time limit. 

Note that only an applicant who is a national or resident of a PCT Contracting State which is bound by Chapter II has the 
right to file a demand for international preliminary examination. 

REMINDER REGARDING ENTRY INTO THE NATIONAL PHASE (Article 22 or 39(1)) 

If the applicant wishes to proceed with the international application in the national phase, he must, within 20 months 
or 30 months, or later in some Offices, perform the acts referred to therein before each designated or elected Office. 

For further important information on the time limits and acts to be performed for entering the national phase, see the 
Annex to Form PCT/IB/301 (Notification of Receipt of Record Copy) and Volume II of the PCT Applicant's Guide. 





Authorized officer 


The International Bureau of WIPO 


34, chemin des Colombettes 


J. Zahra 


121 1 Geneva 20, Switzerland 




Facsimile No. (41-22) 740.14.35 


Telephone No. (41-22) 338.83.38 



Form PCT/IB/308 (July 1 996) 41 88982 
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NOTIFICATION CONCERNING 
SUBMISSION OR TRANSMITTAL 
OF PRIORITY DOCUMENT 

(PCT Administrative Instructions, Section 411) 
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SATOH, Takahisa 

O /""\ I IPI 1 1 K 1 IMTCDM A TIAM A 1 DATCMT /^CCI/^C 

oOHoHiN INTERNA 1 IUINAL KAI bl\l 1 UrrlUb 

4F, Miyaki Bldg. — 
4-2, Yanagibashi 2-chome / ^^flN. 
Taito-ku, Tokyo 1 1 1-0052 / » " \ 
JAPON ( 13, J), -TTI 

\ A) tft ffl i»L 4±±jjrji 


Date of mailing (day/month/year) " -■- 
01 May 2001 (01.05.01) 


N4^>X 


Applicant's or agent's file reference 
00/81 19-SNY 


IMPORTANT NOTIFICATION 


International application No. 
PCT/JP01/00772 


International filing date (day/month/year) 

02 February 2001 (02.02.01 ) 


International publication date (day/month/year) 
Not yet published 


Priority date (day/month/year) 

02 February 2000 (02.02,00) 


Applicant 

SONY CORPORATION et al 



1. The applicant is hereby notified of the date of receipt (except where the letters "NR" appear in the right-hand column) by the 
International Bureau of the priority document(s) relating to the earlier application(s) indicated below. Unless otherwise 
indicated by an asterisk appearing next to a date of receipt, or by the letters "NR", in the right-hand column, the priority 
document concerned was submitted or transmitted to the International Bureau in compliance with Rule 17.1(a) or (b). 

2. This updates and replaces any previously issued notification concerning submission or transmittal of priority documents. 

3. An asterisk(*) appearing next to a date of receipt in the right-hand column, denotes a priority document submitted 
or transmitted to the International Bureau but not in compliance with Rule 17.1(a) or (b). In such a case, the attention 
of the applicant is directed to Rule 17.1(c) which provides that no designated Office may disregard the priority claim 
concerned before giving the applicant an opportunity, upon entry into the national phase, to furnish the priority document 
within a time limit which is reasonable under the circumstances. 



4. The letters "NR" appearing in the right-hand column denote a priority document which was not received by the International 
Bureau or which the applicant did not request the receiving Office to prepare and transmit to the International Bureau, 
as provided by Rule 17.1(a) or (b), respectively. In such a case, the attention of the applicant is directed to Rule 17.1(c) which 
provides that no designated Office may disregard the priority claim concerned before giving the applicant an opportunity, 
upon entry into the national phase, to furnish the priority document within a time limit which is reasonable under the 
circumstances. 



Priority date 


Priority aoolication No. 


Country or reaional Office 


Date of receiDt 






or PCT receiving Office 


gf priority document 


02 Febr 2000 (02.02.00) 


2000/24619 


JP 


26 Marc 2001 (26.03.01) 


11 July 2000(11.07.00) 


2000/209674 


JP 


26 Marc 2001 (26.03.01) 


11 July 2000(11.07.00) 


2000/209675 


JP 


26 Marc 2001 (26.03.01) 


02 Augu 2000 (02.08.00) 


2000/234741 


JP 


26 Marc 2001 (26.03.01) 


02 Augu 2000 (02.08.00) 


2000/234752 


JP 


26 Marc 2001 (26.03.01) 


07 Augu 2000 (07.08.00) 


2000/238077 


JP 


26 Marc 2001 (26.03.01) 


05 Dece 2000 (05.12.00) 


2000/370519 


JP 


26 Marc 2001 (26.03.01) 


13 Dece 2000(13.12.00) 


2000/379361 


JP 


26 Marc 2001 (26.03.01) 


30 Janu2001 (30.01.01) 


2001/22436 


JP 


26 Marc 2001 (26.03.01) 



The International Bureau of WIPO 


Authorized officer /7 


34, chemin des Colombettes 


Somsak Thiphrakesone As 


1211 Geneva 20. Switzerland 


Facsimile No. (41-22) 740.14.35 


Telephone No. (41-22) 338.83.38 



Form PCT/IB/304 (July 1998) 003994333 
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NOTIFICATION OF RECEIPT OF 
RECORD COPY 

(PCT Rule 24.2(a)) 



To: 



SATOH, Takahisa 

SOHSHIN INTERNATIONAL PATENT OFFICE 

4F, Miyaki Bldg. 

4-2, Yanagibashi 2-chome 

Taito-ku, Tokyo 1 1 1 -0052 

JAPON 



Date of mailing (day/month/year) 
16 March 2001 (16.03.01) 


IMPORTANT NOTIFICATION 


Applicant's or agent* s file reference 
00/81 19-S NY 


International application No. 
PCT/JP01/00772 



The applicant is hereby notified that the International Bureau has received the record copy of the international application as 
detailed below. 

Name(s) of the applicant(s) and State(s) for which they are applicants: 

SONY CORPORATION (for all designated States except US) 
KANEMAKI, Hirofumi etal (for US) 
International filing date 02 February 2001 (02.02.01) 

Priority date(s) claimed 02 February 2000 (02.02.00) 

11 July 2000(11.07.00) 

11 July 2000 (11.07.00) 

02 Aug ust 2000 (02.08.00) 

02 August 2000 (02.08.00) 

07 August 2000 (07.08.00) 

05 December 2000 (05.12.00) 

13 December 2000 (13.12.00) 

30 January 2001 (30,01 .01 ) 




Date of receipt of the record copy 
by the International Bureau 

List of designated Offices 



16 February 2001 (16.02.01) 



EP :AT,BE,CH,CY,DE,DK,ES,FI,FR,GB,GR,IE,IT,LU,MC,NL,PT,SE,TR 
National :CN,US 





The International Bureau of WIPO 
34, chemin des Colombettes 
1211 Geneva 20* Switzerland 

Facsimile No. (41-22)740.14.35 


Authorized office^^^^^ 
Telephone No. {41-22)338.83.38 



Form PCT/IB/301 (July 1998) 



003908725 



PCT/JP01/00772 



Continuation of Form PCT/IB/301 
NOTIFICATION OF RECEIPT OF RECORD COPY 



Date of mailing (day/month/year) 
16 March 2001 (16.03.01) 


IMPORTANT NOTIFICATION 


Applicant's or agent's file reference 
00/81 19-SNY 


International application No. 
PCT/JP01/00772 



ATTENTION 

The applicant should carefully check the data appearing in this Notification. In case of any discrepancy between these data 
and the indications in the international application, the applicant should immediately inform the International Bureau. 

In addition, the applicant's attention is drawn to the information contained in the Annex, relating to: 
| X| time limits for entry into the national phase 
| X | confirmation of precautionary designations 
| X| requirements regarding priority documents 
A copy of this Notification is being sent to the receiving Office and to the International Searching Authority. 



Form PCT/IB/301 (continuation sheet) (July 1998) 



003908725 



ANNEX T( 




M PCT/IB/301 




In^mational application No. 
mk PCT/JP01/00772 



INFORMATION ON TIME LIMITS FOR ENTERING THE NATIONAL PHASE 



The applicant is reminded that the "national phase" must be entered before each of the designated Offices indicated in the 
Notification of Receipt of Record Copy (Form PCT/IB/301) by paying national fees and furnishing translations, as prescribed by 
the applicable national laws. 

The time limit for performing these procedural acts is 20 MONTHS from the priority date or, for those designated States 
which the applicant elects in a demand for international preliminary examination or in a later election, 30 MONTHS from the 
priority date, provided that the election is made before the expiration of 19 months from the priority date. Some designated (or 
elected) Offices have fixed time limits which expire even later than 20 or 30 months from the priority date. In other Offices an 
extension of time or grace period, in some cases upon payment of an additional fee, is available. 

In addition to these procedural acts, the applicant may also have to comply with other special requirements applicable in 
certain Offices. It is the applicant's responsibility to ensure that the necessary steps to enter the national phase are taken in a 
timely fashion. Most designated Offices do not issue reminders to applicants in connection with the entry into the national 
phase. 

For detailed information about the procedural acts to be performed to enter the national phase before each designated 
Office, the applicable time limits and possible extensions of time or grace periods, and any other requirements, see the relevant 
Chapters of Volume II of the PCT Applicant's Guide. Information about the requirements for filing a demand for international 
preliminary examination is set out in Chapter IX of Volume I of the PCT Applicant's Guide. 

GRand ES became bound by PCT Chapter II on 7 September 1996 and 6 September 1997, respectively, and may, therefore, 
be elected in a demand or a later election filed on or after 7 September 1996 and 6 September 1997, respectively, regardless of 
the filing date of the international application. (See second paragraph above.) 

Note that only an applicant who is a national or resident of a PCT Contracting State which is bound by Chapter II has 
the right to file a demand for international preliminary examination. 



This notification lists only specific designations made under Rule 4.9(a) |ri the requost. It is important to check that these 
designations are correct. Errors in designations can be corrected where precautionary designations have been made under 
Rule 4.9(b). The applicant is hereby reminded that any precautionary designations may be confirmed according to Rule 4.9(c) 
before the expiration of 15 months from the priority date. If it is not confirmed, it will automatically be regarded as withdrawn 
by the applicant. There will be no reminder and no invitation. Confirmation of a designation consists of the filing of a notice 
specifying the designated State concerned (with an indication of the kind of protection or treatment desired) and the payment 
of the designation and confirmation fees. Confirmation must reach the receiving Office within the 15-month time limit. 



For applicants who have not yet complied with the requirements regarding priority documents, the following is recalled. 

Where the priority of an earlier national, regional or international application is claimed, the applicant must submit a copy 
of the said earlier application, certified by the authority with which it was filed ("the priority document") to the receiving Office 
(which will transmit it to the International Bureau) or directly to the International Bureau, before the expiration of 16 months from 
the priority date, provided that any such priority document may still be submitted to the international Bureau before that date of 
international publication of the international application, in which case that document will be considered to have been received 
by the International Bureau on the last day of the 1 6-month time limit (Rule 1 7.1 (a)). 

Where the priority document is issued by the receiving Office, the applicant may, instead of submitting the priority 
document, request the receiving Office to prepare and transmit the priority document to the International Bureau. Such request 
must be made before the expiration of the 16-month time limit and may be subjected by the receiving Office to the payment 
of a fee (Rule 17.1(b)). 

If the priority document concerned is not submitted to the International Bureau or if the request to the receiving Office 
to prepare and transmit the priority document has not been made (and the corresponding fee, if any, paid) within the applicable 
time limit indicated under the preceding paragraphs, any designated State may disregard the priority claim, provided that no 
designated Office may disregard the priority claim concerned before giving the applicant an opportunity to furnish the priority 
document within a time limit which is reasonable under the circumstances. 

Where several priorities are claimed, the priority date to be considered for the purposes of computing the 16-month time 
limit is the filing date of the earliest application whose priority is claimed. 



CONFIRMATION OF PRECAUTIONARY DESIGNATIONS 



REQUIREMENTS REGARDING PRIORITY DOCUMENTS 
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apparatus to an order-accepter device, and therefore unauthorized use of personal key 

information/is-pr evented. - " " ~ " ------ . 
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authentication system/ a transaction authentication agent, being a third party of an 
elect ronic. transaction, intervenes between - the concerned parties.^df ,the"~elect rbnic 



tra nsact ion,, an-orderer and an order- accepter-, an<^-there fore the -reliability of 
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The technical feature of the inventions of claims 24-44 is that, in a transaction 
authentication system, when transaction parties are under contract with respective 
different authentication institutions, the authentication apparatuses do 
authentication in cooperation with one another. 

The technical feature of the inventions of claims 45-72 is that, in a transaction 
authentication system, when transaction parties are under contract with respective 
different authentication institutions, the authentication apparatus do authentication 
in cooperation with one another, information from which personal key information is 
excluded is sent from the authentication apparatus of the orderer to the order-accepter 
apparatus , and therefore unauthorized use of the personal key information is prevented 
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the user holds, the authentication information is restored by using the first set of 
authentication information received from the authentication apparatus and the second 
set of authentication information read from the portable memory device, and therefore 
any false user cannot obtain the authentication information thereby to prevent 
unauthorized use such as imposture. 

The technical feature of the inventions of claims 89-105 is that, in a transaction 
authentication system, personal identification information is correlated with 
information about the destination to which the processing result is to be sent, the 
personal identification information and the destination information is stored, the 
processing result is sent to the destination specified by the destination information, 
and thereby when any false person who has fraudulently obtained the personal information 
^about.the^orderer _ sends^a^ authentication request to the authentication apparatus, 
the orderer^c^^toow^that an- unauthorized transaction using the- orderer' s personal 
-in fqrm ati^^ :--., — --r— — 

~Ji*pi~&&. ^^PA^ieatxxrB of the inventions of claims 106- 119 is that , ina'tf ansaction 
ggjff^$£gj:S9^ gystem^a^authenticAtion apparatus manages -the information about the 
jaggg^-fea^ ah orderer-and^-order"accepTer" - 

an^tnerefore^a^piuralitylof payments for one^order~can_be effectively prevented"' 
-l^T -The technical feature: of r the .inventions of clajLms 12a^l37^is that, in" a 
commpii^ 

^lnfprn^^ device: to a second- communication 

^v^^eceives: information.. for identifying the sender device, from the second 
_commugica^^ not the received device- ideht if icat ion 

in^o^rma^xonragrees-with the stored device identification information, and judges, based 
-^^eiagreement Dudgmen^, . whether^r riot the first communication device is ah authorized 

one,.-therebyrto detect - an unautho rized- request - j=~- L 1 

V ? ne technical-feature of the"inV^ 
authentication system, personal identification information is correlated with 
information about the destination to which the processing result is to be sent the 
personal identification information and the destination information is stored the 
authentication result is sent to the destination specified by the destination 
information , and thereby when any false person who has fraudulently obtained the order' s 
personal information sends an authentication request to the authentication apparatus, 
the orderer can know that an unauthorized transaction using the orderer' s personal 
information is carried out. 

The technical feature of the inventions of claims 158-174 is that predetermined 
information is divided into modules, the modules are recorded on different recordina 
media or on different areas of one recording medium, and thereby the secrecy of 
predetermined information is maintained and the secret predetermined inform- ' 
restored from the modules. 

These groups of inventions are not united into one in**-. 
as to form a single general inventive concept. 
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Box I Observations where certain claims were found unsearchable (Continuation of item 1 of first sheet) 



This international search report has not been established in respect of certain claims under Article 17(2)(a) for the following reasons: 



1. Q Claims Nos.: 

because they relate to subject matter not required to be searched by this Authority, namely: 



2. Q Claims Nos.: 

because they relate to parts of the international application that do not comply with the prescribed requirements to such an 
extent that no meaningful international search can be carried out, specifically: 



3. Q Claims Nos.: 

because they are dependent cla ims and are not drafted in accordance with the second and third sentences of Rule 6.4(a). 

Box II Observations where unity of invention is lacking (Continuation of item 2 of first sheet) 

This International Searching Authority found multiple inventions in this international application, as follows: 

The technical feature of the inventions of claims 1-6 is that, in a transaction 
authentication system, a transaction authentication agent, being a third party of an 
electronic transaction between the concerned parties , an orderer and an order accepter, 
intervenes between the concerned parties of the electronic transaction and sends 
information from which personal key information is excluded from an authentication 
apparatus to an order- accepter device, and therefore unauthorized use of personal key 
information is prevented. 

The technical feature of the inventions of claims 7-23 is that, in a transaction 
authentication system, a transaction authentication agent, being a third party of an 
electronic transaction, intervenes between the concerned parties of the electronic 
transaction, an orderer and an order- accepter , and therefore the reliability of 
electronic transaction is enhanced. 

1 . As all required additional search fees were timely paid by the applicant, this international search report covers all searchable 
claims. 

2. Q As all searchable claims could be searched without effort justifying an additional fee, this Authority did not invite payment 

of any additional fee. 

3. Q As only some of the required additional search fees were timely paid by the applicant, this international search report covers 

only those claims for which fees were paid, specifically claims Nos.: 



4. Q No required additional search fees were timely paid by the applicant. Consequently, this international 
search report is restricted to the invention first mentioned in the claims; it is covered by claims Nos.: 



Remark on Protest Q The additional search fees were accompanied by the applicant's protest. 

|^| No protest accompanied the payment of additional search fees. 
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The technical feature of the inventions of claims 24-44 is that, in a transaction 
authentication system, when transaction parties are under contract with respective 
different authentication institutions, the authentication apparatuses do 
authentication in cooperation with one another. 

The technical feature of the inventions of claims 45-72 is that, in a transaction 
authentication system, when transaction parties are under contract with respective 
different authentication institutions, the authentication apparatus do authentication 
in cooperation with one another, information from which personal key information is 
excluded is sent from the authentication apparatus of the orderer to the order- accepter 
apparatus, and therefore unauthorized use of the personal key information is prevented. 

The technical feature of the inventions of claims 73-88 is that, in an 
authentication system, the user authentication information is divided into a first 
set of authentication information and a second set of authentication information, the 
second set of authentication information is stored in a portable memory device that 
the user holds, the authentication information is restored by using the first set of 
authentication information received from the authentication apparatus and the second 
set of authentication information read from the portable memory device, and therefore 
any false user cannot obtain the authentication information thereby to prevent 
unauthorized use such as imposture . 

The technical feature of the inventions of claims 89-105 is that, m a transaction 
authentication system, personal identification information is correlated with 
information about the destination to which the processing result is to be sent, the 
personal identification information and the destination information is stored, the 
processing result is sent to the destination specif ied by the destination information, 
and thereby when any false person who has fraudulently obtained the personal information 
about the orderer sends an authentication request to the authentication apparatus, 
the orderer can know that an unauthorized transaction using the orderer' s personal 
information is carried out . , 

The technical feature of the inventions of claims 106 -119 is that , in a transaction 
authentication system, an authentication apparatus manages the information about the 
history of a series of procedures conducted between an orderer and an order accepter, 
and therefore a plurality of payments for one order can be effectively prevented. 

The technical feature of the inventions of claims 120-137 is that, in a 
communication system, a communication control device sends device identification 
information corresponding to a first communication device to a second communication 
device, receives information for identifying the sender device from the second 
communication device, judges whether or not the received device identification 
information agrees with the stored device identification information, and judges , based 
on the agreement judgment , whether or not the first communication device is an authorized 
one, thereby to detect an unauthorized request. 

The technical feature of the inventions of claims 138-157 is that, in a transaction 
authentication system, personal identification information is correlated with 
information about the destination to which the processing result is to be sent, the 
personal identification information and the destination information is stored, the 
authentication result is sent to the destination specified by the destination 
information, and thereby when any false person who has fraudulently obtained the order' s 
personal information sends an authentication request to the authentication apparatus, 
the orderer can know that an unauthorized transaction using the orderer' s personal 
information is carried out. 

The technical feature of the inventions of claims 158-174 is that predetermined 
information is divided into modules, the modules are recorded on different recording 
media or on different areas of one recording medium, and thereby the secrecy of the 
predetermined information is maintained and the secret predetermined information is 
restored from the modules. 

These groups of inventions are not united into one invention nor so linked 
as to form a single general inventive concept. 
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